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 PRIVACY AND CONFIDENTIALITY OF PATRON RECORDS 

 
 

One major concern of libraries is the privacy and confidentiality of patron records.   These 

records can include circulation records, web use logs and general patron information, such as 

names, street addresses and social security numbers.  The passage of the  USA PATRIOT Act 

(H.R. 3162) has given this concern a new urgency.  In response to the Act, the American Library 

Association (ALA) has resolved that: 

 
“…(ALA) opposes any use of governmental power to suppress the free and 

open exchange of knowledge and information or to intimidate individuals 

exercising free inquiry…ALA considers that sections of the USA PATRIOT 

Act are a present danger to the constitutional rights and privacy rights of 

library users” 

Source: Resolution on the USA Patriot Act 

 
If libraries adhere to this resolution, then the following actions should be taken to ensure that 

patron privacy is protected: 

 
1. Maintain a current, written policy concerning the confidentiality of patron records 

 
A written policy on patron records can be used as a training and reference guide for 

library staff and as a policy statement to answer any community or patron questions.  A 

library’s written policy should be easily accessible in either a print or an electronic format. 

 
2. Ensure that library procedures are secure regarding patron records 

 
Libraries may need to thoroughly revisit and revise the procedures they follow when 

handling and storing confidential library information.  Consider both print and electronic 

storage mechanisms.  Should circulation records automatically purge after each 

transaction (including hold and overdue/lost items)?  Should web logs be minimized or 

possibly disabled?  Consider how long to retain each type of patron record. 
 

3. Understand Maryland State Law concerning the privacy of patron records 

 
Libraries and librarians should become informed of the Maryland State Government Code 

Ann. § 10-616 regarding Access to Public Records. 

 
4. Train library staff on issues of confidentiality and privacy 

 
A well-crafted written policy concerning the confidentiality of patron records can be used 

as a basis for any library staff training.  Additional materials, such as checklists and 

activities are readily available online and in ALA monographs. 

 
Radio Frequency Identification (RFID) in Libraries: Benefits and Privacy Concerns 

 
Radio Frequency Identification is a term for devices that use radio waves to track and 

identify individual items.  RFID tags are placed in items and a reader picks up the radio 

frequencies emanating from the tags.  RFID tags are currently in use in automatic toll 

collection systems, wireless car keys and livestock and military armament tracking devices.  

Several prominent national, state and city library systems have begun using RFID tags to 

secure and track library collections and materials.  In RFID technologies, unlike bar code 

http://files.findlaw.com/news.findlaw.com/cnn/docs/terrorism/hr3162.pdf
http://www.ala.org/Template.cfm?Section=ifresolutions&Template=/ContentManagement/ContentDisplay.cfm&ContentID=11891
http://people.wku.edu/bryan.carson/librarylaw/circulation+privacy+laws.html
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systems, the reader does not require a clear line of sight, meaning that radio waves can be 

read through a variety of materials, including walls.  Placed in books, RFID tags can 

transmit whatever detail is encoded, such as a title, author and/or an ISBN and can be read 

at a variety of ranges depending on the power of the reader.  The cost for RFID tags is 

currently four to five times greater than using a combination of the more traditional bar 

code and magnetic strip. 

 
The use of RFID technology in libraries provides a number of substantial benefits, but also 

poses some privacy concerns.  RFID promises to decrease repetitive use syndromes, to 

speed library checkout and to hasten the library inventory process (see “RFID and Libraries: 

Both Sides of the Chip”). 

 
Privacy Concerns 
 

 

The concern with RFID systems in libraries is that tags containing static information can be 

easily read by unauthorized readers.  Anyone with a powerful enough reader could covertly identify 

the items a person is carrying or even what items a person owns in a home or an office. This opens 

up privacy issues known as “tracking” and “hotlisting.”  Tracking is the ability to track the 

movement of a book (and consequently, the person carrying the book) by correlating multiple 

readings of the tag.  Hotlisting is the process of creating a database of particular books and their 

tag numbers (hotlist) and, by unauthorized readings, determine who is checking out items from 

that list.   Molnar and Wagner state that, "Hotlisting is problematic because it allows an adversary 

to gather information about an individual's reading habits without a court order" and, "With 

current architectures, hotlisting is possible: each book has a single static identifier, and this 

identifier never changes over the book's lifetime." 

 
To counter the potential invasion of privacy, libraries employing RFID technology should consider 

using any of a number of strategies.  Libraries may simply choose to disable RFID tags once they 

leave the library.  Libraries can install short-range radio tags, which can be read only up to a 

distance of one foot.  Another viable option is to avoid using a single static identifier and 

instead use different library item identifiers to make hotlisting more difficult. Encryption would 

not prevent unauthorized readings, but would make the data illegible. 

 
If a library decides to use RFID, a good first step is to inform their patrons, so that they may 

make an informed choice in their borrowing decisions. 
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